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1. Introduction This report presents a proposal for a technically oriented research center
for the study of computer related crime at John Jay College. The report describes the
Center’s function, outlines its initial research focus, and, most importantly, describes how
the Center would support computer related crime research and thereby encourage faculty
participation. The following is the basic concept.
The Stephen Smith Center develops and disseminates knowledge and technical solutions
to counter criminal activity that involves modern information systems and their
underlying computer and network infrastructures. The Center both conducts and supports
research to this end. Center researchers utilize the work of the computer science,
mathematics and other scientific research communities to solve vexing technical
problems that arise in computer related crimes, especially in the collection and analysis of
digital evidence.
Technical solutions alone are not sufficient to thwart the misuse and abuse of modern
information systems. Protecting the users of these systems requires new legislation,
policies and international agreements that take into account the capabilities, limitations
and vulnerabilities of modern information infrastructures [7, 10, 17, 38, 39]. In addition,
technologists often must be aware of legal considerations and information flows that arise
in the investigation of a computer related crime [5]. Thus the Center promotes joint
research efforts among the legal, criminal justice and technical communities.
Interdisciplinary efforts allow Center sponsored research to address the needs of the
criminal justice community and yield measurable results in fighting computer related
crime.
Through its research activities and dissemination efforts, the Center is a source of
expertise in the means to deter criminal activity that employs or exploits modern
information systems and infrastructures. Center research addresses so-called
“cybercrime,” which can be defined as crime that targets information systems, computers
and computer networks. Cybercrime, which often takes advantage of the anonymity
afforded by modern information infrastructures, continues to pose significant challenges
for law enforcement. The Center’s focus, however, is broader than cybercrime since the
challenges to law enforcement go beyond this type of computer crime. Today just about
any white collar crime involves a computer and a network. In addition, such crimes
usually leave a trail of digital evidence. Criminal investigations of financial crimes such
as money laundering, for example, require the analysis of large data sets and investigators
use statistical and data mining tools to find patterns and trends [18, 29]. Evidence in the
recent Enron security fraud case included over 500,000 e-mail messages, which provided
valuable information on links among individuals. Development of tools for the analysis
of such forensic data sets and their use in law enforcement is an active area of research
[1, 6, 14, 42]. The Center houses the latest data mining expertise as well as the
computational and database capabilities needed to analyze the large scale data sets that
often arise in computer related crimes.
The growth of the Internet and Web during the past ten years has dramatically altered
economies and ways of life throughout the world. The widespread reliance on Internet
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based information systems, however, has created new opportunities for traditional
criminal activities such as extortion, fraud, social crimes and terrorism [8, 15, 25, 34].
Deterring the misuse and abuse of Internet based information systems and preventing the
interruption of these vital systems are among the great challenges to governments and
law enforcement in the early years of the 21st century. Due to the rapid development of
both information infrastructures and applications, most law enforcement and government
agencies must rely on the academic and outside technical communities for the computer
expertise and computational tools that are needed to investigate crimes involving the
Internet. (See, for example, [11, 20, 27].) Through its research programs and
dissemination activities, the Center makes available cutting edge computing technology,
the systems expertise, and analytical capabilities that are required to detect and address
Internet abuse and misuse.
Thus far this report has described what a Center to address computer related crime could
be like at John Jay College. The remainder of the report describes a plan for building
such a Center. The report discusses Center activities that will foster research in computer
related crime both at the College and beyond. It describes the value that a Center can
offer to both researchers and practitioners. The report mentions several current research
areas that are of critical importance to the criminal justice community and would be of
interest to Center researchers. In addition, the report offers suggestions for staffing the
Center, discusses the Center’s relation to academic programs, examines funding
possibilities for the Center, and notes the importance of fostering joint efforts with law
enforcement and other organizations involved in computer crime research. By
developing and making available cutting edge methods, systems and other tools needed
to deter and analyze computer related crimes, the Center would move the College further
toward its goal of becoming a national and international leader in research in criminal
justice [13].
2. Center support for computer crime research Both researchers and practitioners who
study or solve computer related crimes should be able to look to the Center for advanced
computer expertise and technical resources for projects and investigations. Research in
computer related crime requires an eclectic assortment of expertise and technology; the
Center would attempt to bring these together. In addition, the Center would act as a focal
point for the dissemination of research results and thus play a key role in making both the
law enforcement and the technical research communities aware of issues and solutions.
Given the faculty and staff expertise at the College, the Center could provide the
following to promote research in computer related crime.
(1) Computational and analytical expertise for cybercrime projects and investigations,
especially expertise from the applied mathematics, computer science and statistics
communities.
(2) Legal expertise on the impact and technical implications of legislation, court rulings
and agency interpretations that affect information systems and network infrastructures.

4

(3) Specialized high-end computing infrastructures needed in research projects, e.g., high
performance data systems, computer systems and research computer networks, along
with the personnel to support research projects that require such systems.
(4) Forums for the dissemination of results and joint work with criminal justice
practitioners, including web sites, conferences and eventually a referred journal.
(5) Criminal justice and forensic data collections and the on-line analysis, statistical and
data mining tools needed to analyze these collections.
In many ways the research group associated with the Center would resemble an advanced
computing group in a university or government national laboratory. These groups
conduct research that results in methods, systems, software and analyses that are needed
by researchers within their own and in other organizations. Often these groups pursue
joint projects with researchers who require expertise or computational methods outside
their knowledge domain. A research focus in these groups ensures that the latest methods
and solutions are available to their organizations. By following a similar paradigm, the
Center would develop and provide the broad range of technical expertise that is needed to
address computer related crime – which takes advantage of ever-advancing digital
technology.
The Center would provide specialized state-of-the-art computational capabilities needed
for computer related crime research and investigations. For example, the Center would
offer the high performance computing, database and other computer systems needed for
data analysis. In addition, it would make available various data collections used in
computer related crime research. Currently, researchers at the College have limited
access to such resources. By working with the Center, a researcher would have access to
resources needed for projects and at the same time have the opportunity to contribute to
the Center’s capability to support additional research.
3. Initial research focus and activities This section provides a sample of the research
that would be of interest in the Center. During the past five years the College has
developed new faculty expertise and acquired significant computational capabilities in
areas of computing such as computer security, data mining, high performance computing,
and networking. These new capabilities allow the Center and College to contribute to
research efforts to develop (i) methods and systems to combat network based crime, (ii)
effective techniques for the collection and analysis digital evidence, and (iii) advanced
computer/database systems for forensic analysis and computer crime research. These
three research areas are initial offerings and certainly the Center’s scope of work would
broaden or even become more focused as additional faculty members participate and
relationships develop with criminal justice agencies and other researchers. Due to the
need for improved capabilities to address computer related crime and the rampant abuse
and misuse of modern information system infrastructures, both the National Institute of
Justice and National Science Foundation have funding initiatives that would support
work in each of the three research areas mentioned. (See, for example, [21, 23, 24].)
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(i) Methods to analyze and combat network based crime
Crimes employing computer networks include denial-of-service, identity theft, phishing,
spam, spyware, and propagation of Trojans and viruses. (The Australian High Tech
Crime Center http://www.ahtcc.gov.au/glossary.aspx provides an overview.) Of
particular concern are large networks of illegally commandeered computers (so-called
Botnets) that frequently are used to execute these crimes on a massive scale [33].
Combating such network based crime requires new systems, methods, tools, legislation
and policies. Center researchers would conduct work that impacts each of these areas. In
addition, the Center could facilitate such work by providing research computer and
network facilities, systems and analytical expertise, and expertise in the legal issues
surrounding these crimes. For example, the Center could make available network data
collections that frequently are used for work in forensic analysis of system break-ins,
evaluation of intrusion detection systems, and development of network forensic analysis
tools. Data collections include the MIT/DARPA corpus and a corpus of forensic data
derived from the U.S. Department of Defense’s Global Grid Evaluation Facility [16].
Center legal experts would help technologists understand legislation and government
agency interpretations of legislation involving information infrastructures so technical
solutions take into account appropriate legal requirements. Center researcher would also
be concerned with quantifying the extent of these network exploits and detecting new
forms.
Developing forensic capabilities in computer and communication networks is
fundamental to combating network based computer crimes but presents considerable
technical, organizational and legal challenges [9, 31]. Protection of privacy rights must
be a central concern in the development of such systems [2]. Center research certainly
would focus initially on the development of effective methods and systems for the
collection and analysis of network traffic. For example, essential are efficient, reliable
attack detection systems that can differentiate between attack and normal network traffic.
Effective systems cannot rely on heuristics, human intervention nor the availability of
extensive training data as is the case with current signature and anomaly detection
systems. Promising new approaches employ signal detection methods that are based on
general mathematical and statistical models of normal network traffic. The papers [12, 19
& 32] provide examples of this approach and also discuss the challenges. A second
critical and difficult problem is the need to keep track of traffic passing through a
network during a given period. Several faculty members in the Mathematics and
Computer Science Department and a faculty member from the Law and Police Science
Department already are working on an NSF funded project with researchers at
Polytechnic University to develop a distributed network forensic system [30]. Finally,
methods, systems and Internet management policies are needed that allow investigators
and network administrators to determine quickly the source of attacks [17, 39, 41].

(ii) Analysis of digital forensic evidence
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Law enforcement relies on well developed commercial systems and established practices
for the collection, preservation, and analysis of forensic data found on digital devices
such as computer hard drives [22, 34]. Manufacturers continue to develop these systems
to provide required capabilities, for example, collection and analysis of data in a
distributed environment and on devices such as cell phones, personal digital assistants
and new storage devices. In addition, commercial systems increasingly must address
encryption and anti-forensic techniques that make data collection and analysis difficult if
not impossible. Center researchers would track developments in this area. Working with
practitioners and other researchers, they would investigate the capabilities and limitations
of the latest commercial systems.
Center research will take advantage of methods currently being developed by the
knowledge discovery community for detecting unknown patterns and trends in large data
collections. Often referred to as data mining or knowledge discovery techniques, the
methods include information retrieval, cluster analysis, social network analysis and other
techniques that have their foundations in the fields of artificial intelligence, graph theory,
information theory and statistics. An overview of data mining techniques and recent
applications in crime analysis can be found in [4, 18, 36, 37, 40]. Knowledge discovery
methods have generated considerable interest in scientific fields where large data sets
need to be analyzed. A number of research institutions are building capabilities in
knowledge discovery with a focus on scientific applications. (See, for example, [26]).
Although data mining techniques have been used to detect money laundering, credit card
fraud and other financial crimes, their use in law enforcement is limited largely to elite
investigative units in federal agencies that have adequate budgets for highly trained
personnel and specialized consulting services. As law enforcement increasingly is called
upon to investigate crimes involving modern information systems, the tools of the
knowledge discovery community will be essential for forensic analysis and must be more
widely available. Center researchers will both develop such tools and investigate their
use and limitations in investigations. In addition, the Center could be a valuable source
of information for both law enforcement practitioners and other computer crime
researchers. The Mathematics and Computer Science Department now has the requisite
expertise in artificial intelligence, statistics and other areas of computing needed to
pursue work in this area. The Department continues to seek new faculty members with
an interest in data mining and related areas.
(iii) Advanced computer systems for forensic analysis and computer crime research
If the Center is to participate in the development of methods and systems to fight
computer related crime, Center researchers and others supported by the Center will
require access to specialized computing systems and software, advanced computing
expertise, and database systems that provide both simple query and on-line analysis
capabilities. Currently researchers at the College have limited access to such systems,
expertise or exploratory data capabilities. The Center would seek funding to maintain
required specialized computing facilities and support highly trained personnel who would
not only maintain advanced systems but also develop detailed knowledge of the high
performance computing systems, specialized software and analytical methods needed to
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support research projects. Faculty members interested in working with the Center have
already attracted some funding for the required computational facilities from NASA and
NSF. Under the auspices of a recent NASA award, the Mathematics and Computer
Science Department built research computer facilities for work in networking and high
performance computing [28].
Center computing facilities and advanced computing expertise would be the nexus of the
Center. These would attract researchers who require advanced computational capabilities
but who individually have neither the expertise nor resources to build and maintain such
capabilities. The construction of center computer systems would be research projects in
themselves and would provide models for groups involved in the design of data systems
for homeland security applications and systems for studying criminal justice data [3].
The availability of high performance computing platforms, on-line data analysis
capabilities, research computer networks, and specialized systems for intrusion detection
studies would encourage collaborations between Center researchers, researchers on and
off campus, and practitioners. Indeed, Center facilities would make it worthwhile for
researchers to become involved in Center activities and contribute to Center capabilities
for research in computer related crime.
4. Center researchers and support staff Personnel associated with the Center would
include members of the John Jay faculty; researchers at other institutions including
security firms, forensic laboratories and other universities; and a small and highly trained
support staff. Researchers associated with the center would benefit from Center
dissemination activities, a continuous flow of challenging problems, and access to the
computing systems, support staff and other technical expertise needed for their research.
Also encouraging researchers to participate would be the prospect of collaborative efforts
with practitioners who require access to state-of-the-art methods and research.
The Center must maintain a small but highly trained support staff, an essential
requirement for computer related crime research that requires access to extensive
expertise in the systems areas of computing. This staff could be assisted by graduate
students and even qualified undergraduates as part of internship programs. Access to
such a staff would be an incentive for researchers to participate in Center activities and
contribute to the Center. Eventually, the Center would require administrative support to
manage grant funded activities and help prepare proposals.
The success of the Center depends on attracting an enthusiastic core of faculty members
who are active researchers in the area of computer related crime. The core faculty
members would procure external funding to support Center activities; oversee operations
of the Center; and carry out basic research in computer science, criminal justice, legal
research, and statistics that would impact many areas of computer related crime research.
Incentives for core faculty participation include the following: (1) numerous joint
collaborations, (2) access to Center resources, (3) ability to attract larger funding
amounts, and (4) the opportunity to shape the Center and influence its directions.
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5. Relation to academic mission The Center can contribute to and benefit from the
academic programs of the College. For example, the Forensic Computing Graduate
program has students with the basic computing background needed to work on Center
projects. These students could use Center equipment, when it is not needed for research
activities, to develop advanced skills and specialized expertise that would allow them to
participate in research projects. Thus the Center and academic programs, both in
computing and other areas, would benefit from a synergistic interaction. The Center’s
recent contribution of excess equipment to the Forensic Computing Graduate Laboratory
is another example of the way the Center can assist an academic program. A number of
federal programs, e.g., NSF Research at Undergraduate Institutions, NASA’s Project
Ascend McNair Program, and Department of Education’s Minority Science Improvement
Program fund efforts that encourage both undergraduate and graduates to become
involved in research. Moreover, by developing relations with academic programs, the
Center would interest students in research and encourage them to pursue advanced
degrees thereby contributing to the academic vitality of the College.
6. Funding and College support External funding to support Center activities and its
research programs is essential. Center activities and research will require advanced
computer facilities, highly trained support staff, and a significant commitment on the part
of the involved faculty members. College support and currently available funds will
allow the Center to begin operations on a relatively small scale, but building a Center that
functions as described in this proposal will only be possible with significant external
funding. College support, however, always will play a role and will be essential in the
initial stages.
To attract funding the Center must be an active organization with programs, facilities and
support staff. The Center must have in place research programs that are producing
measurable results. Funding agencies must see evidence that those submitting proposals
have access to the support personnel, computing facilities, data collections and the
computing expertise needed to carry out research in computer related crime. A
significant commitment on the part of the College must be evident as well. Furthermore,
a key consideration in many funding decisions is that the work is done as part of a group
where it can be leveraged by other researchers, which is a good reason for a researcher to
work with the Center. The Center could begin some proposed activities and research by
(1) utilizing funds currently available to the Center, (2) taking advantage of institutional
capabilities in the Mathematics & Computer Science Department developed under
previous NASA and current NSF funded grants, and (3) supporting current faculty
research efforts in computer networking, data mining and legal research that impact
computer related crime research.
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7. Joint work with law enforcement and other research organizations Center
researchers must establish relationships with practitioners in law enforcement, and with
computer crime and computer security researchers in federal crime labs, security firms,
universities and government laboratories. Relationships with practitioners will ensure a
flow of practical problems into the Center and allow Center research to be applied to
these problems. Relationships and collaborations with the research communities will
enable Center researchers to be aware of the latest research developments and methods
available to fight computer related crime. By involving both researchers and
practitioners, the Center certainly can facilitate dissemination of results and knowledge
needed to address computer related crime.
The Center must take advantage of the College’s existing relationships with law
enforcement agencies and continue to build relationships with both government and
university research organizations involved in computer security and computer related
crime research. Faculty members interested in the Center already have working
relationships with members of the Secret Service New York Electronic Crimes Task
Force and the NYPD Computer Crime squad. In addition, interested faculty members
already are participating in several externally funded research projects in computer
security and forensics with researchers at other universities. The success of the Center
will require that relationships with both law enforcement and the research communities
be expanded and lead to joint projects that utilize Center expertise and research. By
being fully engaged in the current research environment, the Center can play a valuable
role in bridging the gap between researcher and practitioner.
8. Conclusion The Stephen Smith Center will promote and conduct research that leads to
methods, systems, new policies and legislation to deter computer related crime. Center
resources, expertise and activities will support both researchers and practitioners who
require cutting edge methods, systems and technologies to counter crime that takes
advantage of ever-advancing digital technology. Through its research and dissemination
efforts, the Center will make available the knowledge and tools needed to address
criminal activity in the Internet age.
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